HEKOMMEPYECKOE NAPTHEPCTBO

Ucnonb3oBaHue ceptudmKara
K/1l04a 3/1eKTPOHHOU noanucu

PyKkoBoAacTBO nonb3osarena

Bepcua pokymeHTa 1.2.2

05.02.2018



UcTtopua nameHeHunim

Bepcua 1.2.0 10 mapra 2017 roaa
[JobasneHa MHbopmaLma ansa BKAOYeHUA naarnHos B 6pay3epe Mozilla Firefox c Bepcuein 52.

Bepcua 1.1.0 20 Hos6pa 2015 roga
O6HoBneHa nHbopmauma ana HacTpolikm Kpuntolpo SUM Browser plug-in.



Mcnonb3osaHue cepTuduKaTa
K/It0Ya 3/1EKTPOHHOW Nognucu

CopgeprkaHue

1. TpeboBaHWA K CEPTUDUKATY KNHOUA INEKTPOHHOM MOLTIMCH 1uvuininein et etnetnetnetetnetetneaneenesnetnetneenesneeneeneeneanennns
2. MICMONB30BAHME KD UMTOI DO cuititiiit ittt e et et ettt et e et e et e e et e et e et et e et et eaneeeaenaetenanens
2.1. NepeyeHb HEOBXOAMMOTO MPOTPAMMHOTO OBECTIEUEHMA L..vuininerneeneinetnetietnetneenetetneaetnesneenereeneaneeneens
2.2. YCTAaHOBKA NMPOTPAMMHOTO OBECTIEUEHM . vueuteniteeneteteteteneteanetetatesastetsaetesneteeanesasnesarnetesastesanesnees
2.3. HacTpoKa MPOrPAMMHOIO OBECTIEUEHMA .uvuetienetineteeet ettt et eteteeaet e e et e e e et saete s et eansteasnetarnatasnanasnees
2.4. YcTaHOBKa cepTuduKaTa nonb3osatena ¢ ucnonb3doaHnem Kpuntollpo CSP .......coooiiiiiiiiiiceen,
BT s F- Y Tl o= Lo} 1 R ol o =1,V o 1 E P



TpeboBaHUsA K cepTUPUKaTy
K/It0Ya 3/1EKTPOHHOW Nognucu

1. TpeboBaHMA K cepTUPUKATy KAlOUa
31eKTPOHHOMU Noannucu

[na noanncaHna sneKkTPOHHbIX JOKYMEHTOB KANEHT — pe3naeHT PP aonxkeH NonyumTb KBaanPuULUMPOBaHHbI cepTudu-
KaT K/ItoYa 3/1IEKTPOHHOM MOAMNUCK, U3TOTOB/IEHHbIM B COOTBETCTBUM ¢ PeaepanbHbiM 3aKoHOM OT 06.04.2011 No63-$3
«06 3neKTpoHHOM nognucu». CTpyKTypa cepTdUKaTa KNtoYa 31eKTPOHHOM NoANUCY A0MKHA COOTBETCTBOBATL MEXAY-
HapoaHomy ctaHaapTy ISO/IEC 9594-8:2008 “Information technology — Open systems interconnection — The Directory:
Public-key and attribute certificate frameworks”. NMpodunb cepTudmMKaTa Kt0Ya 31EKTPOHHON MOAMNUCKU OO/KEH COOT-
BETCTBOBaTb pekomeHgaumam IETF RFC 5280 (2008) “Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile”.

KnveHT — HepesnaeHT PO MOXKeT OCyLecTBAATb NOAMUCAHUE 3/IEKTPOHHbIX JOKYMEHTOB C UCNOJIb30BaHNEM HEKBAJIU-
dMLUMPOBAHHOWN 3N1EKTPOHHOM NOAMNMCU, COOTBETCTBYIOLLEN CNeAyOLWNM TpeboBaHMAM:

® K04 NPOBEPKM 3/1IEKTPOHHOM NOANMCK AOMXKEH BbITb CO34aH C UCNOb30BaHNEM anroputma RSA;

* CTPYKTypa cepTudmKaTa Katoua 3/1eKTPOHHOM MOANNCK AO/IHA COOTBETCTBOBATb MEXAyHapOAHOMY CTaHAapTy ISO/
IEC 9594-8:2008 “Information technology — Open systems interconnection — The Directory: Public-key and attribute
certificate frameworks”; npodunb cepTndurkaTa fONKEH COOTBETCTBOBATbL pekomeHaaumam IETF RFC 5280 (2008)
“Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile”;

e cepTMOMKAT KAKOYa 3N1EKTPOHHOM NOANUCU AO0MKEH 6biTb BbIMYLLEH YA0CTOBEPAIOWMM LLEHTPOM, BKAKOYEHHbIM B
XpaHuIMLLEe f0BEePEeHHbIX KOPHEBbLIX CEPTUHUKATOB ONEPALMOHHBIX cucTem cemelictea MS Windows, ainmbo yaocto-
BEPAOLMM LeHTPpoM HekommepyecKkoe NapTHEPCTBO pPasBUTUA GUHAHCOBOTO pbiHKa PTC.

Ons pernctpaumm ceptudmMKaTta Katoya 3/1eKTPOHHOM NOANUCK KANEHTY cieayeT npeaoctasutb ero B HIM PTC.



Mcnonb3osaHue Kpuntollpo

2. Ucnonb3osaHue Kpunrtollpo

2.1. MepeyeHb He0b6X0a4MMOro NPOrpaMmmHOro
obecneueHuns

[nsa KoppeKTHOro ucnosb3osaHus Kpuntollpo TpebyeTca cneaytoliee nporpammHoe obecneyeHue:

e Kpuntolpo CSP Bepcuu 3.6 U Bbile B 3aBUCMMOCTM OT OMepPaLLMOHHON cucTembl. ANCTpUOYTUB AN TECTOBBIX Lienein
¢ nepuogom 6ecnnatHoro GyHKUMOHMpPOoBaHUA B 90 gHel AOCTyNeH A4 CKAYMBAHMA NOC/E PErucTpaumm no cneay-
rowemy agpecy: http://www.cryptopro.ru/downloads;

e Kpuntolpo 3UMN Browser plug-in Bepcua 2.0 v Bbiwe, nocTaBaseTca 6ecnnatHo U paboTaeT Ha Ntobom KomnbloTe-
pe ¢ yctaHoBNeHHbIM nakeTom Kpuntolpo CSP. MoapobHee npoynTtaTh 06 3STOM NAarMHe U CKayaTb Er0 MOXKHO Ha
caiiTe: http://www.cryptopro.ru/products/cades/plugin. na 6pay3sepos Google Chrome 1 Mozilla Firefox ¢ Bepcu-
el 52 Heob6xo0ANMMO NPOU3BECTM AONONHUTENBbHYIO HACTPOMKY B Bpaysepe ANs BKAOYEHMA NAarMHa, noapobHee cm.
pasgen 2.3.

He pekomeHOyemca coemecmHoe ucnoss3oeaHue Kpunmollpo CSP u dpyaux npoepamm 014 pabomel ¢ LI, ma-
Kux Kak VipNet CSP unu Validata CSP. Mpu Heobxodumocmu 00Ho8pemMeHHO020 ucnossb3osaHus Kpunmollpo CSP u
VipNet CSP/Validata CSP, mo dna koppekmHol pabomei Kpunmollpo CSP o3Hakombmecs ¢ amoli uHcmpyKkuuel
1o ycmaHosKe 0aHHbIX MPodyKmos.

2.2. YcTaHOBKA NporpammHoro obecneueHums

YCTaHOBKY BCEX KOMMOHEHTOB A0/IXKEH OCYLLECTBMTb NO/1b30BaTe b C NpaBaMu agMUHUCTPATOPa ONepaLmoHHON cucTe-
Mbl.

MepBbim Ha paboyee mecTo ycTaHasamneaeTca Kpuntolpo CSP. B ero yctaHoBKe HeT ocobeHHocTel. Mo 3aBepLueHum ycTa-
HOBKM MOKeT noTpeboBaTbcs nepesarpyska, 0 KOTOPOI YBEAOMUT MacTep YCTaHOBKM; HEO6X0AMMO NPOU3BECTU Nepesa-
rpPy3Ky 40 YCTaHOBKM BTOPOrO NakeTa.

[Janee cneayet yctaHoBUTb NpuaoxKeHue Kpuntolpo LM Browser plug-in. Mpu ycTaHOBKe AaHHOIo NAarnMHa BO3HUKAAN
€AMHUYHbIE C/I0KHOCTU, KOrAa MacTep YCTaHOBKM AEMOHCTPUPOBA KOA OWMBKM U HEe MOT NPOLOMKUTL YCTaHOBKY. B
3TOM CNy4ae HeOBXOAMMO OUYUCTUTL XPaHUANLLE BPEMEHHbIX GaiI0B ONepauMOHHON cUCTeMbI. TaKKe MacTep YCTaHOBKMU
MOXKeT noTpeboBaTb NepesarpysnTb CUCTEMY, €e CieayeT NPOU3BECTM Nepes HaualomM HAaCcTPOMKK.

2.3. Hactpouka nporpammHoro obecneueHus

KomnoHeHT KpunTtolpo CSP He TpebyeT AONONHUTENBHON HAaCTPOMKM.

[Ona 6paysepa Google Chrome, nepepg HacTpoinkoi Kpuntolpo 3N Browser plug-in, Heobxoanmo cHa4vana ybeauTbes,
4YTO NNarvH BKAtOYeH B PaclumpeHusx. [na atoro B 6paysepe BbiNnoAHMUTe HacTpoikn >> [onoNHUTENbHbIE MHCTPYMEHTbI
>> Paclwmpenuns n, npyu HeobxoaMMOCTH, BKAHOYMTE NAAruH.

Chrome PacwmnpeHna P paspabarnka
Pacwmpenis @ CryptoPro Extension for CAdES Browser Plug-in 1012 ]
Py v g ——

PaspelunTs MCNONEI0BAHME B PEXMME MHKOTHUTS

Pazpewnts oTkpsiBaTs aiins Ne ccolkam

PucyHok 1. BkntoueHme Kpuntolpo 3N Browser plug-in gns 6paysepa Google Chrome

Ons 6paysepa Motzilla Firefox 52 Bepcumn, nepen, HacTponkoit Kpuntolpo 3N Browser plug-in, Heo6xoaMMO BKIOUYNTD
NOALEPKKY NAarMHOB caeayrowmm obpasom:

e Onepayus eKAYEHUA MNaa2uHos8 pabomaem mosbKo 014 bpayzepa Mozilla Firefox 52 eepcuu.

e B 6pay3epe OTKPbITb HOBOE OKHO 1 B aAPECHOM CTPOKe BCTaBbTe TeKcT - about:config n HaxkmuTe Ha kKnasuwy Enter.
¢ [locne noABAeHMA NpeaynpexXaeHUs cneayeT HaxaTb Ha KHOMKy fl npuHUMalto Ha ce6a puck!


http://www.cryptopro.ru/downloads
http://www.cryptopro.ru/products/cades/plugin/downloads
https://support.cryptopro.ru/index.php?/Knowledgebase/Article/View/10/0/vozmozhn-li-sovmestnja-rbot-vipnet-csp-i-kriptopro-csp-36-r2
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Byﬂ,bTe OCTOPOXHbI, @ TO IMWKMTECH FapaHTl/lI/I!

M3mMeHeHve 3T1X HacTPOEK MOXET MPUBECTH K YXYAWEHWH CTAOWMABHOCTY, 6e30NacHOCTM W NPOW3BOAMTENLHOCTH
AAHHOTO NPUACXKeHWA. Bam cneayet U3MEHATb UTO-AM60 TONLKO B TOM Clyuae, €CW Bbl YBEPEHb! B TOM, UTO

Aenaete.

v | TMokasbisaTb 370 NpeyNpexAeH1e B CeAyIOWWiA pas

A npyHUMalo Ha ceba pyck!

PucyHok 2. OKkHo npeaynpexaeHusa ana 6paysepa Mozilla Firefox

¢ HeobxoaMmo co3aaTb HOBYHO IOTMYECKYHO HAaCTPOMKY, BbinoHMB MKM >> Co3gath >> Jlormyeckoe, 1 fatb HacTPoMKe
ums - plugin.load_flash_only

HoBoe 3HaueHue (norudeckoe] \EI

Q_ BBeauTte Uma HacTpoin

p\ugin.luad_ﬂash_unlyl

PucyHok 3. OKHO c034aHu1A N0rMYEeCcKOM HaCTPOMKM

e [1nA nornmyeckoi HacTpoliku cneayet BbibpaTb 3HauYeHue false.

Beegure sHaueHwe (noruyeckoe) @

plugin.load_flash_only

false

true

PucyHok 4. OKHO BblbOpa 3HaYeHU

e [1nA 3aBepLUeHNA onepauun crneayet nepesarpysnTb bpaysep.
[na Hactpoiikm Kpuntolpo SUN Browser plug-in noa ynpasneHnem OC Windows HeobxoamMmo 3anycTuTb mactep Ha-
CTPOWKM, BbINOAHMUB [MycK >> Bce nporpammsbl >> KPUNTO-MPO >> Hactpolikun SLUIM Browser plug-in.

Hanee cneayet go6asuntb agpeca, KOTOPbIM Hy}KeH CEPTUOUKAT KoUa 3/1eKTPOHHOM NMOANUCH, B CMIMCOK PaspeLleHHbIX
afpecoB NyTemM BHECEHWA WX B NOJe BBOAA W HaXaTua KHOMKKM +. Mocne gobasneHnsa HeobxoamMmo Bbi6paTh AeincTeme

COXpaHUTb 41A NPUMEHEHUA BHECEHHbIX U3MEHEHUA.
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Hactpownku Kpuntollpo 3L Browser Plug-in

CNNCoK HAAEKHBIX Y3M0B, KOTOPLIE HE NPUUUHAT BPEeS BALLEMy KOMMLHITERY W AaHHbIM. [nA 3anaHHbx Beb-
yanoe Kpuntollpo SUM Browser Plug-in He byneT TpeboBaTe NoATEEPOEHUA NONBIOBATENA NPW OTKPLITHK

¥paHunuuya CC‘—,pTHE]JHKSTDEI. Co3faHuK nognuc Wnu pSCLIJHdeDEIEHHH CDDSLL]E‘—,HHH.

Bawno! Mpu gobaenenun seb-yana B CNWC oK HAOEMHLIX, Bbl JOMHHL! BbTb yBEpEeHs!, UTo Beb-
CKPMMTEI, 3arpy*eHHBIS WNW 3aNYLLEeHHLIE C JaHHOro BeG-yana, He MOryT HAHECTH BPES KOMMNEKTERY

MITH AaHHLIM.
Cnucok AoBepeHHbIX Y3noB

http:/fcryptopro.ru
http://test.rtsboard.ru
https:/irtsboard.ru
http://dev.ctcreperting.ru

CoXpaHuTb

PucyHOK 5. [lobaBneHue y3/10B B CNUCOK paspeLleHmuit NoAKIYaeMoro moayns

2.4. YctaHOBKa cepTudumKkarta nonb3oBartens
¢ ucnonb3osaHnem Kpunrollpo CSP

[nA yCTaHOBKM IMYHOIO cepTUdMKaTa C NPOCTaBAEHHOM CCbIIKOM HA 3aKPbITbIM K04 UCNO/b3YeTCs NpunoxkeHue Kpun-
ToMpo CSP. 3anyctutb ero B OC Windows MoxHO BbInoaHUB Myck >> Bce nporpammbl >> KPUMTO-MPO >> Kpuntollpo CSP.
B nosBmBLIEMCA OKHE MPUIOMKEHUA HYKHO BblOPaTh BKNAAKY CepBUC U B HEM HaKaTb Ha KHOMKY YCTaHOBUTb INYHDIN
ceptudukar. [lanee cneayet yKasaTb pacnonoxeHue daina ceptudukaTa (palin ¢ paclumpeHmMem .cer) U HaxKaTb KHoM-
Ky Aanee. OKHO NPOCMOTPaA CBOMCTB cepTUdUKaTa NO3BONAET yOeaAnTbesa, YTO BbIOpaH NPaBUIbHbIN cepTudUKaT; nocne
NPOBEPKM CHOBA Ha*KMUTe Ha KHOMKy [lanee.

B chepytowem okHe HeOﬁXO,EI,VIMO 3a4aTb KNto4YeBOM KOHTeVIHep, co,qepmau.l,mﬁ B cebe 3aKpPbITbl€ KNHOYK NMOS1Ib30BaTeENA.

BAXHO! B 3TOM Wware Mcnonb3ytoTca TONbKO CbeMHble USB-HOCUTENN UM CMAPT-KapTbl, @ TaKKe peectp onepaLmoHHon
CUCTEMBbI.

MpunoxkerHne KpmuntolPO CSP Bepcmn 3.9 no3BonseT HaMTU KOHTEMHEP aBTOMATUYECKU NyTeM NPOCTaB/lEHNS COOTBET-
cTBytowero dnaxka; 6onee paHHWe BEPCUMN NOCNE HaXKaTUA KHOMNKK O6B30p NpeaocTaBAAOT CMUCOK MMEIOLUXCA HOoCUTe-
Nel, U3 KoTopbIx TpebyeTca BbibpaTb HY»KHbIN. [ocne Bbibopa KOHTeNHepa HaxkmuTe fanee. Cheaytolee OKHO NO3BONA-
€T 334aTb NapameTpbl YCTAHOBKM cepTUdMKaTa B XpaHUAuLe. BbibpaB HEOBXOAMMOE XPaHUANULLE, HAXKMUTE HA KHOMKY
Aanee.

e Cepmudgbukamel Karo4eli 31eKmpoHHOU nodnucu, Komopbele CO30aHbI € UCM0aA6308aHUEM an20pumma RSA, Heob-
X00UMO yCmaHasnu8aMs 8 AUYHOe XpaHunauuwje 04114 Ka4eeo20 KoHmeliHepa — Komnsiomep.
Cnepytowmia war ¢puHaNbHbIN U He TpebyeT Kaknux-nMbo AeicTBUi, Kpome HaxKaTua KHonku FoToBo.

Jna Hayana ycmaHosKu cepmugukama, Komopolli 3aKao4YeH 8 KoHmeliHep pfx (¢alin ¢ pacwupeHuem .pfx),
08a)HObI HAXMUME Ha Hez2o s1e8oli KHoMKol mblwu. B okHe Maponb Heobxo0umo ykaszame naposnb 014 3aKPsI-
mo2o K/4a U Haxame Ha KHonky fanee. [aneHeliwas ycmaHOBKA aHAMA02UYHA YCMAHOBKE cepmugukama
6e3 koHmeliHepa pfx.

2.5. Hauano paboTtbi ¢ cuctemoi

Mocne oTKpbITMA B Bpay3epe KOHTypa cucTeMbl, MPU HEOBXOAMMOCTHU, HYKHO paspeLnTb UCNOJIHEHME NOAKNOYAEMOro
moaynsa Kpuntolpo 3UMN Browser plug-in.
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